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The Online Tax Service Platform is an information processing system which is 
based on computer network technology. It allows taxpayers to access the tax 
authority website on the Internet for tax registration, reporting tax and tax-related 
affairs, and to interact with the tax authorities. With the rapid development of 
information technology and e-government, online tax service has become more and 
more popular among taxpayers. Online Tax Service Platform is a modern way of 
handling tax affairs. It is efficient, convenient, and costs less. Also, it can help 
taxpayers handle their taxes easily at home, instead of waiting in line at the revenue 
department. 
Since the Internet is open to the public, while the National Tax System Network 
is very complex, so the Online Tax Service Platform has the characteristics of wide 
regional coverage and virtual business. So, the National Tax System Network faces 
many security risks when dealing with online tax business which requires high 
security. In this dissertation, the author has made a comprehensive analysis of the 
security risks facing the Online Tax Service Platform. The paper sets around security 
issues, includes an overall consideration of the management system, technical 
system and security service system. It profiles the information security of the Online 
Tax Service Platform and explores security measures. It proposes more 
comprehensive security strategies for Online Tax Service Platform using 
systematical thinking, defense in depth and partition protection as the guiding theory. 
Finally, it helps improve the ability of the Online Tax Service Platform to resist 
information security risks with the help of full range of multi-level security 
measures. 
It is valuable to analyze the security risks and explore the protection strategies 
of the Online Tax Service Platform. It has certain reference for promoting the tax 





























目  录 
 V
目  录 
第一章 绪论 .............................................. 1 
1.1 研究的背景和意义 ........................................... 1 
1.2 课题来源 ................................................... 3 
1.3 国内外研究现状 ............................................. 4 
1.4 本文的主要内容 ............................................. 5 
1.5 本文组织结构 ............................................... 5 
第二章 网络安全相关技术 .................................. 7 
2.1 网络安全的定义 ............................................. 7 
2.2 网络的安全特性 ............................................. 7 
2.3 网络安全面对的威胁 ......................................... 8 
2.4 网络安全技术 ............................................... 8 
2.4.1 防火墙 ................................................. 8 
2.4.2 入侵检测 .............................................. 10 
2.4.3 安全审计 .............................................. 12 
2.4.4 数字证书 .............................................. 14 
2.4.5 防病毒技术 ............................................ 16 
2.5 本章小结 .................................................. 17 
第三章 网上办税平台安全需求分析 ......................... 18 
3.1 网上办税系统概述 .......................................... 18 
3.1.1 整体逻辑框架 .......................................... 19 
3.1.2 功能描述 .............................................. 20 
3.1.3 业务流程 .............................................. 29 
3.1.4 网络结构 .............................................. 31 
3.1.5 安全总体要求 .......................................... 32 
3.2 安全风险分析 ............................................... 34 















3.2.2 威胁分析 .............................................. 37 
3.2.3 风险识别 .............................................. 38 
3.3 需求分析 .................................................. 39 
3.3.1 技术防护需求分析 ...................................... 39 
3.3.2 管理需求分析 .......................................... 41 
3.4 本章小结 .................................................. 42 
第四章 系统安全策略的总体设计 ........................... 43 
4.1 系统安全策略管理框架 ....................................... 43 
4.2 安全管理 ................................................... 46 
4.2.1 管理机构 .............................................. 46 
4.2.2 人员管理 .............................................. 47 
4.2.3 管理制度 .............................................. 47 
4.2.4 运行维护管理 .......................................... 47 
4.3 安全技术 ................................................... 48 
4.3.1 物理层安全 ............................................ 48 
4.3.2 网络层安全 ............................................ 49 
4.3.3 系统层安全 ............................................ 50 
4.3.4 应用层安全 ............................................ 51 
4.4 安全服务 ................................................... 51 
4.4.1 安全评估 .............................................. 52 
4.4.2 应急响应 .............................................. 52 
4.4.3 安全咨询 .............................................. 52 
4.5 本章小结 .................................................. 53 
第五章 系统安全策略的详细设计 ........................... 55 
5.1 设计思想 .................................................. 55 
5.2 设计目标 .................................................. 55 
5.3 设计原则 .................................................. 55 
5.4 设计依据 ................................................... 55 













目  录 
 VII
5.5.1 网络拓扑架构设计 ...................................... 59 
5.5.2 系统安全区域 .......................................... 61 
5.5.3 DDoS 安全防护系统部署 ................................ 65 
5.5.4 入侵监控系统 .......................................... 66 
5.5.5 防火墙的部署与设计 .................................... 68 
5.5.6 应用安全 PKI/CA 的设计 ................................ 71 
5.6 本章小结 .................................................. 75 
第六章 总结与展望 ....................................... 76 
6.1 总结 ...................................................... 76 
6.2 展望 ....................................................... 77 
参考文献 ................................................ 78 












































Chapter 1  Introduction ......................................................................... 1 
1.1  Background and Significance of the Dissertation ......................................1 
1.2  Source of the Project .....................................................................................3 
1.3  Present Research Status at Home and Abroad ...........................................4 
1.4  Main Contents ...............................................................................................5 
1.5  Structure of the Dissertation ........................................................................5 
Chapter 2 Technology of Network Security ........................................... 7 
2.1 Define of Network Security .............................................................................7 
2.2 Character of Network Security .......................................................................7 
2.3 Threat to Network Security ............................................................................8 
2.4 Network Security Technologies .......................................................................8 
2.4.1 Firewall ....................................................................................................8 
2.4.2 Intrusion Detection .................................................................................10 
2.4.3 Secure Audit ...........................................................................................12 
2.4.4 Digital Certificate ...................................................................................14 
2.4.5 Anti-virus Technology ............................................................................16 
2.5 Summary .........................................................................................................17 
Chapter 3 Security Requirement Analysis of Tax Service Online ..... 18 
3.1 The Survey of Tax Service Online ................................................................18 
3.1.1 Overall Logically Coherent ....................................................................19 
3.1.2 Functional Description ...........................................................................20 
3.1.3 Business Process ....................................................................................29 
3.1.4 Network Structure ..................................................................................31 
3.1.5 Overall Security Requirements  ............................................................32 
3.2 Secureity-risk Analysis ..................................................................................34 















3.2.2 Threat Analysis ......................................................................................37 
3.2.3 Risk Identification ..................................................................................38 
3.3 requirement Analysis .....................................................................................39 
3.3.1 Requirement Analysis of Technology Protection ...................................39 
3.3.2 Requirement Analysis of Managemen ...................................................41 
3.4 Summary .........................................................................................................42 
Chapter 4 Overall Design of System Security Policy .......................... 43 
4.1 Management Framework of System Secutity Strategies ............................43 
4.2 Security Management ....................................................................................46 
4.2.1 Administrative Organizations ................................................................46 
4.2.2 Personnel Management ..........................................................................47 
4.2.3 Management System ..............................................................................47 
4.2.4 Operations and Maintenance Management ............................................47 
4.3 Security Technology .......................................................................................48 
4.3.1 Physical Layer Security .........................................................................48 
4.3.2 Network Layer Security .........................................................................49 
4.3.3 System Layer Security ...........................................................................50 
4.3.4 Application Layer Security ....................................................................51 
4.4 Security Services ............................................................................................51 
4.4.1 Safety Assessment ..................................................................................52 
4.4.2 Emergency Response .............................................................................52 
4.4.3 Safety Consulting ...................................................................................52 
4.5 Summary .........................................................................................................53 
Chapter 5  Detailed Design of System Security Policy  .................... 55 
5.1 Design Ideas ....................................................................................................55 
5.2 Design Target ..................................................................................................55 
5.3 Design Principle .............................................................................................55 
5.4 Design Basis ....................................................................................................55 













Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
